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What is e-Science?
·Some experiments and simulations require large 

amounts of data and powerful computing resources

·Not every researcher has access to their own computer 
cluster or super computer

·The science behind these requirements is called e-
Science

·Uses the power of Grid technologies to solve these 
problems



What is the Grid?
·Grids are services for sharing computing power and 

data storage over the Internet

·Idea behind Grid is to use concepts behind distributed 
computing to provide computer resources in a cheap, 
efficient and secure way

·The difference between the Grid and the WWW is that 
Grid shares computer resources and WWW shares 
information

·Dream is to have one large Grid with lots of smaller 
grids joined together



The power grid metaphor
·The name Grid came from electrical power grids, like a 

power grid:

·Users should not be concerned where the power comes 
from (geographic)

·Has an infrastructrue that allows resources to come 
from several different sources, laptops, servers etc

·The Grid is pervasive, should be accessible through 
any device that can connect to the Internet

·It is a utility, you ask the Grid for computing power and 
you get it, may have to pay for it



Concepts behind Grid
·Resource sharing is the fundamental idea behind Grid

·Secure access is important for trust between these 
resource providers

·The resources must be efficiently used

·The physical distance between one grid and another 
should not matter, you should be able to get access 
from anywhere

·Using open standards is crucial for interoperability 
between different grids



Middleware
·Software layer that handles the communication between 

hardware and software

·In machine to machine message the middleware acts as 
ȰÁÇÅÎÔÓȱ ÁÎÄ ÔÈÅ ÏÔÈÅÒ ÁÓ ȰÂÒÏËÅÒÓȱ

·The agent presents the metadata, usually in an XML 
document that describes the requirements of the job and 
holds information such as the user and data

·The broker carries out the negotiations such as user 
authentication and authorisation

·It is important for middleware to hide the heterogeneity of 
the various components and protocols to allow for 
simplicity in using Grid.



Middleware Problems
·Some have bugs or simply do not work ɀtotal control 

of project process relies on the developer of 
middleware

·Some middleware under development so some 
projects face inadequate middleware

·There are lots of middleware ɀGrid developers might 
need training in various software

·Still difficult to predict exactly when a job will 
complete



Range of applications
·Started with @home projects like: SETI@home 

Folding@home

·Became popular in high energy physics ɀthink Large 
Hadron Collider in CERN, it has its own Grid called 
LHC Computing Grid 

·Used in lots of scientific fields: earth sciences, 
astronomy, medicine, bio-informatics and many more



Future support for e-Science
·The European Grid Initiative (EGI) is an organisation 
ÔÈÁÔȭÓ ÇÏÁÌ ÉÓ ÔÏ ÅÓÔÁÂÌÉÓÈ Á ÓÕÓÔÁÉÎÁÂÌÅ 'ÒÉÄ 
infrastructure in Europe

·The foundations of EGI are the National Grid 
Initiatives (NGI )

·NGIs operate the Grid infrastructure in each country 

·EGI aim is to link these NGIs together to form a large 
European Grid



Business drive
·Large companies are jumping onto the Grid 

bandwagon ɀIBM, Sun, Amazon, HP and HSBC

·Offers a cost effective power on demand approach

·Used to compute complex computations over lots of 
data at HSBC and disaster management

·Lots of social factors involved such as: tax, intellectual 
property rights and sharing resources



Future of e-Science and the Grid
·Future of Grid relies in the dream of combining all 

computer resources and making use of the wasted 
resources ɀthink Folding@home but for any 
application

·Lead to several innovative projects that use small 
devices to do large tasks ɀwatches to assist diabetics

·Or create great communication connections with 
disaster specialists with emergency services

·Right now its working great in academia ɀwaiting for 
more companies to adopt Grid practices



Selected Topic
·Is based on the lecture held by Clive Davenhall on 

NanoCMOS in particular I will be focusing on the 
security infrastructure

·Security is important! Maybe more so than efficiency 
ÉÎ ÔÈÅ ÌÏÎÇ ÒÕÎ ɉ!ÍÁÚÏÎ %#άȭÓ ÁÒÅÎΈÔ ÔÈÁÔ ÓÐÅÅÄÙɊ

·There are several security solutions for security 
infrastructures ɀÈÅÎÃÅ )ȭÍ ÏÎÌÙ ÌÏÏËÉÎÇ ÁÔ Á ÓÍÁÌÌÅÒ 
subset that applies to an interesting e-Science problem



NanoCMOS
·Offers a typical Grid problem:

·Project is operating across different parts of the 
country, data needs to be shared

·Large amounts of data involved

·Lots of complex computations, currently use a super 
computer to solve



Security Infrastructure of 
NanoCMOS
·There are five aspects of security in NanoCMOS:

·Kerberos (access to AFS files )

·X.509-based certificates and public keys

·VOMS (Virtual Organisation Membership)

·PERMIS (PrivilEge and Role Management 
Infrastructure Standards)

·Internet2 Shibboleth



Kerberos
·NanoCMOS uses a distributed file system called Andrew 

File System (AFS)
·To access the AFS files a user will require authentication so 

the system knows if the user is legit.
·Kerberos is a popular network 

authentication protocol
·Uses symmetric key protocols

to establish authentication
·Symmetric cryptography uses one 

symmetric key for both encryption and 
decryption
·This key can be used to establish the session
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X.509-based certificates and public 
keys
·Imagine a customer wants to buy something from a website, they 

would send their credit card details in an encrypted message 
using the websites public key. When the website receives this 
encrypted message, it decrypts it using its private key. The 
problem here is that it is easy to create a website and key pair 
using details that do not belong to them. Hence, there is a 
requirement for digital certificates .

·A digital certificate is an electronic identifier, similar to an ID 
card ɀit holds details about you i.e. Name, address and so on 
and certificate from CA.

·The certificate is issued by a (trusted) certification authority 
(CA)

·X.509 is a standard for public key infrastructures, with a 
standard structure ɀÓÏ ÉÔȭÓ ÇÒÅÁÔ ÔÏ ÕÓÅ ÉÎ ÏÔÈÅÒ ÁÐÐÌÉÃÁÔÉÏÎÓ 
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Role Based Access Control
·VOMS and PERMIS are two very similar systems

·They both offer an authorisation implementation on 
top of an existing authentication system

·User access limitations are defined by roles i.e. 
software engineer can access CVS

·RBAC also allow for delegations of privileges, which is 
useful in large systems



PERMIS vs. VOMS
·Difference lies in the way they handle the distribution of 

policy files

·In PERMIS the policy file is either a XML text file or stored 
in a signed X.509 attribute certificate (AC) for security

·The AC also identifies the user with a role ɀpermitting 
access

·Stored in one or more databases and retrieved on demand

·In VOMS the ACs is distributed to the user

·user can decide how much information that they want to 
present to the site


